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To: FACEBOOK FRIENDS
Re: ALL YOUR Facebook RECORDS are kept for various reasons.

To all my FACEBOOK Friends,

I, Danny Lane, am a professional Private Investigator with forty three (43) years’
experience in law enforcement and criminal investigations as a private
investigator.

Besides working high profile murder, drugs, robberies and rape cases | work a lot
of computer crimes.

| currently have two (2) Facebook related sexual related criminal cases and one
(1) Craig’s List and Yahoo Mail sexual related cases.

What | want to transmit to all of you is WHAT information that Facebook, Craig’s
List and Yahoo Mail and other online accounts save on every users account and
the police or anyone with a subpoena can access personal and private
information.

| just received discovery via a subpoena in one of my cases and | was amazed
how much information is saved and stored by these online social networks and
disclosed.


http://dannylane.com/WvPrivateInvestigator.html

This is what Facebook disclosed.

1. User Basic Subscriber Information (BSI) it includes
a. User ID
b. Email address
c. Date and Time Stamp of Account Creation
d. Most Recent Logins
e. Registered Mobile Number
f. Verification of public or private view.

2. User Neoprint (is an expanded
. Profile Contact Information
. Mini Feed
. Status Update History
. Shares
. Notes
Wall Postings
. Friends List
Friends Facebook IDS
. Group Listings
. Future and Present Events
i. Video Listings
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3. User Photoprints
a. all photos that have been uploaded by the account user

4. Group Contact Information
a. the Creator, Administrator and current status of the group

5. Private Messages
a. saved on the database, unless deleted by the user.

6. Internet Protocol ( IP) Address Logs. (This is YOUR COMPUTER ID Number
and can be traced back to your computer. Internet computers identify each other
by use of IP address. (Just like a phone number)

Be careful WHAT you put online and don’t be surprised if your information is sold
to advertisers and marketers. Did you ever wonder WHY you get emails just after
You SEARCH for anything on one of the search engines and now FaceBook,
Twitter, and other Social Networks.

Protect your privacy and information.



Other News worthy Information on Facebook Privacy:

On "The Early Show on Saturday Morning," she spotlighted five dangers she says
Facebook users expose themselves to, probably without aware of it:

* Your information is being shared with third parties

* Privacy settings revert to a less safe default mode after each redesign
* Facebook ads may contain malware

* Your real friends unknowingly make you vulnerable

» Scammers are creating fake profiles

BELOW IS THE FINE PRINT OF WHAT EVERY USER AGREES TO ON OPENING A FACEBOOK ACCOUNT.
FACEBOOK IS SELLING YOUR INFORMATION!

In browsing Facebook, I came across something called the Facebook Development Program. In short, this is a
legal way for facebook to sell all of your information to Third Party sources. You agree t...See More

Open: All content is public.
L. Introduction
The terms and conditions below describe the terms on which Facebook, Inc. ("Facebook" or "us") may provide

certain information about you to certain third parties ("Developers") who have developed applications that use
information from the www.facebook.com website (the "Facebook Site").

Facebook provides Developers with this information through certain APIs and web services provided by Facebook
(collectively, the "Facebook Development Platform™) in order to let them develop new features and applications
that we hope will enhance your ability to interact with people in your life in new and interesting ways.

PLEASE NOTE: The Facebook Development Platform does not give Developers access to your e-mail address,
personal website, instant messenger ID, telephone number or street address ("Contact Information™). Facebook
will only disclose your Contact Information to third parties in accordance with the Facebook Privacy Policy.

In addition, Facebook requires each Developer to agree to Facebook's Terms of Service for the Facebook
Development Platform (the "Developer Agreement") which, among other things, strictly limits their collection, use,
and storage of information, before providing any information to them through the Facebook Development
Platform.

II. Agreement

By clicking "Accept", you agree to the following terms and conditions (this "Agreement"):

(a) Information That May Be Provided. In order to allow you to participate in certain features and applications
offered by Developers ("Applications" Facebook may from time to time provide Developers copies of the following
information (collectively, the "Facebook Site Information"):

(i) any information provided by you and visible to you on the Facebook Site, excluding any of your Contact
Information, and

(ii) an encrypted user ID associated with your Facebook Site profile.

(b) Examples of Facebook Site Information. The Facebook Site Information may include, without limitation, the
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following information, to the extent visible on the Facebook Site: your name, your profile picture, your gender,
your birthday, your hometown location (city/state/country), your current location (city/state/country), your
political view, your activities, your interests, your musical preferences, television shows in which you are
interested, movies in which you are interested, books in which you are interested, your favorite quotes, the text of
your "About Me" section, your relationship status, your dating interests, your relationship interests, an encrypted
user ID associated with your significant other's Facebook Site profile, your summer plans, your Facebook user
network affiliations, your education history, your work history, your course information, copies of photos in your
Facebook Site photo albums, metadata associated with your Facebook Site photo albums (e.g., time of upload,
album name, comments on your photos, etc.), the total number of messages sent and/or received by you, the
total number of unread messages in your Facebook in-box, the total number of "pokes" you have sent and/or
received, the total number of wall posts on Wall ™, a list of encrypted user IDs mapped to your Facebook friends,
your social timeline, and events associated with your Facebook profile.

(c) Developer Agreement. Developers will be contractually required to use the Facebook Site Information only in
accordance with the Developer Agreement. However, Facebook cannot guarantee that each Developer will comply
with its contractual requirements, and Facebook does not assume any liability or responsibility for any Developer's
actions or website, or for enforcing the Developer Agreement against any Developer.

(d) RELEASE AND DISCLAIMER. YOU HEREBY IRREVOCABLY RELEASE AND AGREE TO HOLD HARMLESS
FACEBOOK AND ITS AFFILIATES, AND EACH OF THEIR OFFICERS, DIRECTORS, SHAREHOLDERS, EMPLOYEES
AND REPRESENTATIVES, FROM ANY AND ALL CLAIMS, COSTS, LOSSES, LIABILITIES AND DAMAGES OF ANY
SORT (WHETHER DIRECT, INDIRECT, SPECIAL, CONSEQUENTIAL OR OTHERWISE, AND WHETHER ARISING IN
TORT (INCLUDING NEGLIGENCE (WHETHER ACTIVE, PASSIVE OR IMPUTED)), CONTRACT, WARRANTY, STRICT
LIABILITY OR UNDER ANY OTHER THEORY) ARISING OUT OF: (A) DELIVERY OF ANY INFORMATION BY
FACEBOOK TO ANY DEVELOPER; OR (B) ANY USE BY ANY DEVELOPER OF ANY INFORMATION, WHETHER OR
NOT SUCH USE IS IN ACCORDANCE WITH THE DEVELOPER AGREEMENT.

(e) Developers may require you to agree to their own terms of service, privacy policies and/or other policies as a
condition of using their Applications or websites. Those terms and/or policies may give Developers rights with
respect to your Facebook Site Information beyond those provided by the Developer Agreement. Please review
each Developer's terms and/or policies carefully.

(f) You may revoke your permission for Facebook to provide Facebook Site Information to Developers at any time
through the means provided in your privacy settings. However, you acknowledge that Facebook does not have the
ability to cause Developers to delete Facebook Site Information once it has been provided to them. Therefore, you
acknowledge and agree that revocation of permission to provide Facebook Site Information to Developers will be
effective only following the date of revocation, and will not require Facebook to delete (or to cause any Developer
to delete or stop using) any Facebook Site Information provided to that Developer prior to your revocation of
permission.

(g) This Agreement incorporates by this reference Facebook's terms of use and privacy policy, and is in addition
to, and does not replace or supersede, any other terms, conditions or policies applicable to your use of the
Facebook Site. This Agreement constitutes the entire agreement between you and Facebook with respect to the
subject matter hereof and may not be amended, nor any provision of this Agreement waived, without the express
written consent of an authorized representative of Facebook.

(h) Facebook reserves the right to modify this Agreement at any time, in its sole discretion. If Facebook elects to
modify this Agreement, Facebook will post a change notice or a new agreement on the Facebook Site. IF ANY
MODIFICATION IS UNACCEPTABLE TO YOU, YOUR ONLY RECOURSE IS TO REVOKE YOUR PERMISSION FOR
FACEBOOK TO PROVIDE FACEBOOK SITE INFORMATION TO DEVELOPERS AS DESCRIBED IN PARAGRAPH (E)
ABOVE. IF YOU DO NOT REVOKE SUCH PERMISSION PRIOR TO THE EFFECTIVE DATE OF ANY CHANGE NOTICE
OR NEW AGREEMENT POSTED ON OUR SITE, YOU WILL BE CONCLUSIVELY DEEMED TO HAVE ACCEPTED THE
CHANGE.

Don’t get me wrong, | like Facebook for social networking but just like Topix,
Twitter, My Space and other online networks | recommend people protect their
information and privacy as much as possible and don’t be surprised that people
can post anything they want and Facebook nor other social networks will do
anything about it. They are covered by law civilly and there is little that they will do
to protect you. Be careful and enjoy the internet experience.



Sincerely,
Danny Lane
Professional Private Investigator



